
“Flawed, but like democracy we don’t have a better 
system”:

The Experts’ Insights on the Peer Review Process of
Evaluating Security Papers

Ananta Soneji¹, Faris Bugra Kokulu¹, Carlos Rubio-Medrano², 
Tiffany Bao¹, Ruoyu Wang¹, Yan Shoshitaishvili¹, Adam Doupé¹

¹Arizona State University
²Texas A&M University - Corpus Christi



Davide Balzarotti. System security circus 2020,
https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/

https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/


Davide Balzarotti. System security circus 2020,
https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/

ChallengesPC workload
Paper submissions

Quality/quantity of 
reviews

https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/


Davide Balzarotti. System security circus 2020,
https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/

ChallengesPC workload
Paper submissions

Quality/quantity of 
reviews

https://www.s3.eurecom.fr/~balzarot/notes/top4_2020/


Submit 
papers

Decision



Submit 
papers

Decision



“Flawed, but like democracy we don’t have a better 
system”:

The Experts’ Insights on the Peer Review Process of
Evaluating Security Papers



A typical top-tier security 
venue peer review process



A typical top-tier security 
venue peer review process

Submit 
papers

Decision



A typical top-tier security 
venue peer review process

Paper assignment 
by Chairs

Bidding by 
Reviewers

Submit 
papers

Decision



A typical top-tier security 
venue peer review process

Early 
rejection

First round 
of reviewing

Second round 
of reviewing

Paper assignment 
by Chairs

Bidding by 
Reviewers

Submit 
papers

Decision



A typical top-tier security 
venue peer review process

Rebuttal

Early 
rejection

First round 
of reviewing

Second round 
of reviewing

Paper assignment 
by Chairs

Bidding by 
Reviewers

Submit 
papers

Decision



A typical top-tier security 
venue peer review process

Rebuttal

Early 
rejection

First round 
of reviewing

Second round 
of reviewing

PC discussions

Paper assignment 
by Chairs

Bidding by 
Reviewers

Submit 
papers

Decision



~300
PC members

Recruitment Process



~300
PC members

Invited: 70

PC members

Recruitment Process



~300
PC members

Invited: 70

PC members

Interviewed:
21

PC members

Recruitment Process

(12 PC chairs)





Systemic issues in the review process



“Flawed, but like democracy we don’t have a better 
system”:

The Experts’ Insights on the Peer Review Process of
Evaluating Security Papers



Randomness of reviews

If we can be more accurate in our reviews, then yeah, it

(gaming the system) is a horrible thing to do. But, we are not;

it works. And so, somebody whose job depends on getting

these papers in, why would you blame them for doing

something that works.

- P7, Chair Participant
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Security is an area where there are not any 
kind of hardened established metrics for 
evaluating security.

- P19, Chair Participant

Which evaluation metrics do 
security reviewers use? 
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Evaluations 
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Novelty is definitely subjective. This is something

where different reviewers will see different values out

of a paper. Novelty is possibly multi-dimensional in

itself in terms of, what are we learning from this, and

what information from this is valuable?

- P19, Chair Participant

Novelty: a subjective metric
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We know that the acceptance rate is so low

(at these conferences) that sometimes

there can be a tendency from the reviewer

side to look for reasons to reject instead of

reasons for accepting a paper.

- P9, Non-chair Participant

But I think it's important to fight that instinct and to always
frame reviews constructively and positively.

- P10, Chair Participant
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Rec. #3: Improve transparency



Going forward!



Thank you for listening!

Ananta Soneji
asoneji@asu.edu, 

@AnantaSoneji

Special thanks to our participants and 
reviewers for their time and contributions.

Thanks to those who tweeted about their 
opinions of the community

Questions?

mailto:asoneji@asu.edu
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