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While symbolic execution (SE) can discover software vulnerabilities, it has received limited practical adoption. A key barrier is that
SE requires human expertise to understand the program’s state and prioritize paths to analyze. Traditionally, users controlled SE
through programmatic API calls, but recent tooling now implements graphical user interfaces (GUI). However, it is unclear how
these new features affect human-SE performance. To understand this impact, we conducted a controlled experiment where 24 vul-
nerability discovery experts were tasked with analyzing a binary using an SE tool with either API or GUI-based features. From this

study, we identify (1) experts’ SE process, and (2) the impact of GUI-based features on human-SE performance. Then we propose

recommendations to improve SE tool design.
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1 Introduction

As society becomes increasingly reliant on software, addressing software vulnerabilities has become a critical focus in

cybersecurity. To enhance software protection, researchers have developed several techniques to proactively identify
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and mitigate security vulnerabilities. Among these, symbolic execution (SE) is recognized as a particularly effective
method [8, 18, 46]. By treating inputs as symbolic values and simulating the program’s execution [11], exhaustive
SE can comprehensively identify all possible inputs that violate a specified security policy, ensuring completeness
and soundness [8]. This capability makes SE a popular approach for various security tasks including vulnerability
discovery [58, 59, 65, 74], automated testing [15, 16, 55, 75], exploit generation [7, 21], reverse engineering [22, 29],
automated patching [64], and root cause analysis [86].

Unfortunately, exhaustive symbolic execution exploration is often considered impractical due to its high computa-
tional demands, which results in limited adoption by cybersecurity analysts [83, 84] and developers [82]. A key reason
for this computational demand is the path explosion problem. To comprehensively evaluate all possible inputs leading
to vulnerable states, SE must simulate every potential execution path. As the number of divergent paths grows, SE
quickly consumes computational resources at an exponential rate. To address this, researchers have developed meth-
ods to operate on path optimizations, such as pruning paths or concretizing input values [40, 43]. However, these
approaches have proven challenging to generalize and the issue remains an open research problem [9].

In practice, overcoming this path explosion problem requires a human-in-the-loop to optimize SE by prioritizing
and eliminating paths they believe will direct execution toward a potential vulnerability. This human-driven path pri-
oritization and pruning has traditionally been performed using application programming interface (API) calls made
in the interactive command line interface or through the development of analysis scripts; these calls take effect dur-
ing symbolic program’s execution. However, graphical user interfaces (GUI) for symbolic execution has begun to be
implemented in tools, potentially allowing SE to be more usable [10, 33, 41, 42, 44, 69, 79]. Rather than requiring API
calls to be written in the source code and re-compiled, users interact with SE via a GUI alone [10]. However, it remains
unclear whether new user interfaces alone can improve experts’ handling of path explosion and enhance the overall
performance.

Prior work has shown mixed results in other domains when comparing expert use of GUIs to APIs and command
line interfaces (CLI). While GUIs may be easier for novices, the command line can be more expressive and flexible
for those who have mastered the syntax [68, pg.317-341]; for example, prior work in software engineering [45, 49]
and cybersecurity tasks [81] showed experts perform more effectively using a CLI. Without a clear understanding of
whether and how GUI-based features impact path explosion in SE, future tools risk either implementing these interfaces
ineffectively, introducing interfaces that get in the experts’ way, or overlook GUIs’ benefits.

In this paper, we take the first step toward understanding how GUI-based SE features can impact vulnerability

discovery. Specifically, we ask:

RQ1 What is the high-level workflow SE experts conduct during vulnerability discovery? (Section 5)
RQ2 How does SE workflow and performance differ depending on whether experts’ tools are equipt with API-based
or GUI-based features? (Section 6)

To answer these questions, we conducted a user study with 24 vulnerability discovery experts, well-versed with
API-based symbolic execution. Participants were asked to perform a vulnerability discovery task of realistic length
and complexity and were randomly assigned to either use an API-based SE tool or a GUI-based SE tool which is based
on the same SE engine. We then evaluate how participant’s behaviors, effectiveness in task completion, and efficiency
of path prioritization operations varied due to the use of the GUI-based SE features. We performed a mix of qualitative

and quantitative analyses to understand how each feature in the GUI-based tool impacted user behavior.



Based on these results we find that (1) The GUI’s path optimization operation on target program feature and SE
progress pause and resume feature changes experts’ workflow in setting up the first SE pass and adjusting path explo-
ration priority, (2) Multiple GUI features (e.g., initializing symbolic execution states via pop-up dialogues and config-
urable buttons) reduce the cognitive and operational overhead required to perform equivalent tasks through APIs. (3)
participants who used GUI-based features perform path prioritization operations more frequently, and (4) this increase
in activities led to more effective path exploration and vulnerability discovery.

We also offer several actionable recommendations for SE tool designers. These recommendations include strategies
to enhance the effectiveness and correctness of path optimization, improve user interactions during vulnerability triage,

and introduce interpretive tools for better exploration of symbolic states.
In summary, our work makes the following contributions:

» We introduce and summarize the features of existing GUI-based symbolic execution tools.

« We conduct a human-subject experiment to assess and study the impact of GUI features on vulnerability dis-

covery experts’ behaviors and performance.

« Our experiment shows that different GUI-based symbolic execution features do impact users’ workflows and

can lead to better performance, with higher correctness in less time.

« We propose several suggestions for the future development of, and research on, GUI-based symbolic execution.

To ensure transparency and reproducibility, we provide supplementary materials (task descriptions, participant sur-

veys, and experiment code) in a public repository [6].

2 Background and Related Work
2.1 Symbolic Execution

Symbolic Execution is a program analysis technique that executes a program in an emulated environment where
part of the program context such as program variables and file descriptors are considered symbolic [46]. Through this
execution, the state of registers and memory, and the constraints on those variables are tracked. Importantly, whenever
a conditional branch is reached, execution forks and follows both paths, saving the relevant potential branch conditions
as a constraint, and continues execution [70].

KLEE [15], one of the most influential symbolic execution tools, leverages symbolic execution to systematically
explore execution paths, uncovering critical memory corruptions such as buffer overflow, use-after-free, and integer
overflow vulnerabilities in complex software. Its successors extend the model to support low-level memory reasoning
(KLEE-ram [78]), past-sensitive pointer analysis (KLEE-pspa [77]), and symbolic object sizing (KLEE-symsize [76]).

S2E [23] extends symbolic execution to complex, full-stack systems by selectively symbolically executing individ-
ual program components. SYMBION [35] interleaves symbolic and concrete execution to improve path recovery.
Performance-oriented systems such as QSYM [90], SymCC [62], and SymQEMU [63] improve scalability through
binary-level instrumentation and hybrid execution. angr [70] provides a modular symbolic execution framework inte-
grated with binary analysis capabilities, supporting vulnerability discovery and exploit generation.

Symbolic execution has been widely adopted for vulnerability discovery in various domains. For instance, it has been
used in traditional software applications [17], web applications [48, 67], mobile applications [34, 55], IoT devices [19, 30],
cyber-physical systems [31], and smart contracts [39, 57, 73]. These efforts demonstrate the flexibility and power of

symbolic execution in uncovering memory corruption, logic errors, and input validation issues.
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Table 1. Representative GUI-based SE Tools and Features — We present the a set of representative GUI-based symbolic execu-
tion tools and the features included or excluded from each.

GUI-Based Initial State P Control Process A\;oui/Tal;geted Symbolic State
SE Tool ' Config. ' rocess Lontro ' Visualization ' nstruction ' Investigation
| | | | Specification |
| | | | | Mark
| Start + Symbol | Pause ' Resume | Stop ' Step | Program  Exploration | ngram ' Stgsh | Symbolic 1 Concretize Constraint
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ManticoreUI S O O A S x vy b b ! x
SENinja s Lo Lo Loy Lo | x Lo Lo loox A
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Nevertheless, ongoing research efforts still focus on improving the practicality of symbolic execution-based vulner-
ability analysis in real-world software programs. In this paper, we focus on whether GUI-based symbolic execution
can mitigate the issue and impact the performance of symbolic execution in a real-world scale vulnerability discovery
task.

2.2 GUl-based Symbolic Execution

GUI-based symbolic execution has gained significant popularity within the community over the past decade [1, 2, 10].
It offers a potentially more intuitive interface over API-based tools, allowing users to easily interact with symbolic
execution engines, visualize execution paths, manage symbolic states, and interpret analysis results without needing
extensive knowledge of underlying engine-specific details and API semantics.

Table 1 presents representative GUI-based symbolic execution tools along with their specific GUI design features.
The table categorizes these features according to their purpose in symbolic execution operations and summarizes how
these features are implemented across seven representative GUI-based symbolic execution tools: Ponce [44], Manti-
coreUI [79], SENinja [10], angr-management [69], SED [41], GAIT [33], and SEViz [42].

Specifically, we classify the GUI-based symbolic execution design features as follows
« Initial Symbolic State Configuration. This feature class supports users to customize the initial state for sym-
bolic execution, such as selecting the starting location and specifying symbol sources.

» Symbolic Execution Progress Control. Similar to debuggers’ execution control, this class includes pausing,

resuming, stopping, and stepping the current symbolic execution process.

Symbolic Execution Progress Display. This class of features visualizes the current progress of symbolic ex-
ecution while exploring the program. Existing tools have two ways to visualize the exploration progress: tree
view and stash view. For tree view, tools such as SED [38, 41] and SEViz [42] display all explored symbolic pro-
gram states as a tree where the root is the initial state and the children nodes are the split states of the parent
node due to conditional jump. For stash view, it only shows the states considered “special” (e.g., associated with
a target program location) or currently being explored. Existing GUIs with this feature did not support a direct

access of explored states.
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Fig. 1. angr-management SE GUI — Here we show the graphical features contained within angr-management.

+ Avoid/Targeted Instruction Specification. This class includes all actions an expert can take through the
interface to prioritize a particular path to mitigate the path explosion issue occurring during the symbolic ex-
ecution’s path exploration process. Path explosion is an inherent challenge with symbolic execution as each
program branch introduces a new path and the system must maintain state for each possible path in memory.
Path prioritization allows users to only maintain state for certain paths, reducing memory needed, however,
with a loss of analysis precision. Different tools provide different ways for users to prioritize paths. SENinja
supports program location-based prioritization, which allows users to specify targeted program locations or lo-
cations to be avoided in path exploration. SED supports state-based prioritization, which allows users to pause
the exploration process, select one symbolic state and continue only the exploration of the selected state. GAIT
and angr-management support both program location-based and symbolic state-based prioritization, and they

support the selection of multiple symbolic states and continued exploration.

Symbolic State Investigation. When the user is interested in a particular symbolic state, GUI-based SE allows
users to access the details associated with the state, including the associated path constraints and the symbolic
and concrete program context. Some tools such as ManticoreUI concretize the symbols and provide a viable
solution that satisfies all constraints, i.e., a concrete input which causes the program to execute to the selected

state.

In this study, we use the SE engine angr, and its supported GUI, angr-management, to investigate the differences
between API and GUI workflows and performance in SE tools. While several SE frameworks for binary analysis exist,
we select angr as it has wide-community use and supports step-by-step interactions such as inspecting the symbolic
execution process and performing path prioritization interactively. As the GUI counterpart of angr, we chose angr-
management as the representative GUI-based SE tool for a fair comparison. It also offers the most features among
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the GUI-based vulnerability discovery-oriented SE tools we reviewed [10, 38, 41, 42]. The choice of angr and angr-
management not only provide external validity, but also comprehensively evaluate our features of interest.
As shown in Figure 1, angr-management design the interfaces for the five above-mentioned features in the following

way.

Initial Symbolic State Configuration. To run symbolic execution in angr, users need to draft a script that
contains API function calls to create SE states and other required functions. In this GUI-based tool, these API
actions are replaced with a state creation list, which allows users to customize the state name and starting

address, modify state templates and sockets, and select templates and options as needed.

Symbolic Execution Progress Control. This feature is designed as a control panel, which allows users to start,

stop, pause, continue, and step in the symbolic execution.

Symbolic Execution Progress Display. On the right side of the interface, the GUI lists the simulation man-

agers, enabling users to track the current states in different stashes throughout the simulation.

Avoid/Targeted Instruction Specification. This design allows users to prioritize or withdraw a specific loca-

tion by marking the line in either the source code or the disassembly code.

Symbolic State Investigation. Users can obtain details associated with symbolic states, such as register lists,

file descriptors, and memory locations, by clicking the different tabs in the selected state window.

2.3 Human Factors in Vulnerability Discovery

Finally, while to our knowledge there is no prior work focusing on the human factors of symbolic execution, several
recent studies have explored the influence of human factors in various fields of vulnerability discovery. Ploger et al.
investigated the challenges beginners faced when setting up and running a fuzzer and static analyzer [60], potentially
supporting the idea that tools without user-friendly interfaces affect subsequent use. Yakdan et al. showed DREAM++,
a usability optimized decompiler which relied on heuristic-based transformations to enhance readability, improved
task performance compared to it’s less usable counterpart [87]. In the subfield of reverse-engineering, Ceccato et
al. [20] conducted a study involving three penetration testing teams to understand protected programs and discover and
exploit identified vulnerabilities. Bryan et al. examined the human sense-making process of reverse engineering [13].
Votipka et al. iterated on this by developing a detailed model describing specific approaches used throughout the
process [83]. Similarly, Mantovani et al. observed the different strategies of novices and experts while completing
reverse engineering tasks to describe their mental models [51]. Mattei et al. [52] builds on these work, noting that
tools do not always fit existing user processes. Compared to these works that retroactively evaluate the effectiveness
of a tool and whether it clashes with users processes, we focuses on understanding the RE’s current processes to
develop guidelines for how tools can support human cognition.

Most similarly, Shoshitaishvili et al. [71] introduced a novel human-machine interface to enhance the performance
of state-of-the-art fuzzing techniques. The interface records users’ interaction with the testing program and uses it to
diversify the seeds for fuzzing and thus enhancing fuzzing performance. This suggests supporting human-interaction
in vulnerability discovery can improve vulnerability discovery performance in real-world applications. Compared to
this work, we focus on whether a graphical user interface improves operator effectiveness in SE — a process in which
expert users must proactively decide when and how to choose execution paths, and proactively contend with memory
and computation limits. Compared to fuzzing methods in Shoshitaishvili et al. [71], the users’ operations in an SE
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int dl_unref (dl_t mod) {

dl_dep_t dep;

// [Vulnerability: Pointer Usel]

// The vulnerability is triggered here, where module A (mod->dep, when mod is C) is used after it is

freed by mistake

for (dep = mod->dep; dep; dep = dep->next)
dl_unref (dep->mod);

// [Vulnerability: Root Cause] mod->ref_count only decreases by 1 for multiple dependents, and it
still decreases when the module has no dependents

return --mod->ref_count;

3
int mini_cmd_rmmod (char xname) {
dl_t mod;
mod = dl_get (name);
if (! mod)
return ERR_BAD_ARGUMENT ;
if (dl_unref (mod) <= 0)
// [Vulnerability: Pointer Freel
// When module A's reference count (mod->ref_count) is mistakenly decreased to @, it will be
mistakenly freed
dl_unload (mod);
else
printf("Can't rm %s: some mods depend on it", name);
return 0;
3

int main() {
// buff is gathered from unsafe user input
grub_mini_cmd_rmmod (buff);

}
Listing 1. Vulnerable Code Analyzed In Study — We present code snippet shows the vulnerability used in the study. The full
program is provided in the supplementary materials [6]

tools are arguably more important to the ultimate success (as SE is much less scalable than fuzzing), and thus more
essential to support. Also, while prior work that focuses on non-expert users, our study examines expert practitioners.
Given the steep learning curve of symbolic execution [80], only experienced users can fully leverage its capabilities
for vulnerability discovery. Focusing on experts is thus essential to accurately assess the benefits that GUI support can

bring to symbolic execution workflows.

3 Methods
To investigate the workflows SE experts conduct during vulnerability discovery (RQ1), and how their workflows and
performance differ depending on whether they use an API- or GUI-based features (RQ2) we run a controlled user-

study.

3.1 Study Design

Participants were randomly assigned to either use an API- or a GUI-based SE tool (angr and angr-management, respec-
tively), and asked to discover inputs that would crash a vulnerable piece of software. To ensure meaningful results, we
(1) carefully designed the vulnerability discovery tasks to be both practical in a user study, yet of realistic length and
complexity, and (2) chose a SE framework and GUI that was both common in practical use, and allowed us to evaluate

our required suite of features.



Vulnerability Discovery Task. We designed the vulnerability discovery task by considering two main factors. First,
the task length was chosen to balance realism with the practical constraints of participant time. Vulnerability discovery
on real software can take weeks to complete [84, 87], which makes it infeasible to recruit experts for such long periods.
However, prior work observed professionals break their program analysis process during vulnerability discovery into
three phases: 1) an overview to identify code segments (e.g., a single function or set of blocks of code) of interest,
2) quick scans of those code segments, and 3) focused experimentation to answer specific questions about those code
segments [83]. This prior work also found professionals reported using SE tools only in the latter two phases on smaller
code segments. We therefore designed our task to mimic the size of such a review, which we believe enables insights
into real-world discovery processes while remaining feasible for highly specialized participants. The time constraint
also impacts the complexity of the task code. A primary cause of path explosion in symbolic execution is loops and
recursion. Excessive iteration would trigger catastrophic path explosion and force participants to spend prohibitively
long on the task even with optimizations. To ensure exploration could complete within a reasonable time, we designed
the task to contain a manageable number of loops and recursions. We pre-tested the task with both unoptimized
and optimized SE runs. Without optimization, the analysis suffered from path explosion and exceeded the time limit,
whereas with optimization, the run completed in five minutes. This design ensured that tasks did not become trivial
but still required meaningful optimization strategies to finish within the study timeframe.

Second, we focused on memory corruption vulnerabilities, a class that is both prevalent in practice and major to
SE research [18]. We specifically investigated heap corruption, one of the most common subcategories of real-world
memory corruption vulnerabilities [28]. One possible design would be to study all memory corruption subcategories.
However, since popular SE engines treat memory generically and most path prioritization techniques are memory-
agnostic [10, 15, 23, 85], we considered heap corruption to be representative. We leave type-specific SE studies to
future work.

Following these considerations, we designed our experimental task based on CVE-2020-25632 [27], a heap corruption
vulnerability in GNU GRUB2, which is widely used as the default boot loader and manager in Ubuntu systems[25]. We
trimmed the source code and turned it into a program with 279 lines of code. The core of the task is shown in Listing 1.
This program mimics kernel module management in operating systems. In this program, the user has indirect control
over buff and the amount of times mini_cmd_rmmod is called (line 25). The root cause of the vulnerability occurs
in function d1_unref. The module’s dependents counter ref_count does not decrease properly with the number of
dependent being unlinked from the module. As a result, pointers already freed can still be considered exists and then
used in the rest of the execution. To trigger this vulnerability, an SE engine needs to execute the program to invoke
function mini_cmd_rmmod for multiple times with the correct module name. As the code contains an infinite while loop,
the path explosion problem will be triggered if the participant does not successfully optimize the SE engine; there the

participant must identify the functions to correctly avoid, and to correctly explore to trigger the vulnerability.

SE Tooling & Environment Setup. To evaluate graphical interfaces’ effect on SE effectiveness, we assigned partici-
pants to an SE interface that was either GUI-based or API-based. Specifically, we used angr as our API-based tool and
angr-management (a GUI built on the angr SE engine) as our GUI-based tool. We opted for angr as the underlying
SE engine [85] for several reasons. First, to ensure external validity, we used an existing system, well-known to our
participant pool with publicly available documentation rather than creating our own. This also helped avoid learning
effects [50, pg. 177-180] an unfamiliarity interface would introduce to our results. Second, unlike other SE engines,

angr has an existing GUI alternative, angr-management, which incorporates all the features of angr, allowing for an
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Fig. 2. Study Procedure — We present the procedure each participant followed, and the resulting analysis performed on data
gathered in each step.

apples-to-apples comparison. Additionally, angr-management incorporates all the graphical features that have been
implemented or proposed in other SE tools (see Section 2.2 and Table 1); thus, this serves as a useful real-world probe
to understand the impact of these features.

We set up a controlled environment that contains the vulnerability discovery task program and the participant’s
assigned SE interface. To capture both the SE users’ interactions and the SE engine’s internal behavior during the exper-
iment, we recorded the entire session using a screen recorder and an angr logging plugin, both running unobtrusively

in the background of the controlled environment.

3.2 Recruitment

We broadly advertised our experiment across the Pwn20Own and Capture the Flag competition (CTF) communities.
Pwn20wn is a reputable hacking competition where security experts exploit software vulnerabilities for rewards [3].
Capture the Flag (CTF) competitions challenge teams to solve cybersecurity puzzles, by exploiting vulnerable systems
that simulate real-world attacks and defenses, fostering skills in ethical hacking [24, 53]. For each of these communities,
there are several relevant Discord and Slack channels and we posted recruitment messages across these channels. We
also recruited participants through public posts on X (formerly Twitter). Cybersecurity researchers commonly use X
to share real-time threat intelligence, disclose vulnerabilities, and stay updated on emerging security trends [56]. In
the recruitment advertisement, we explained our research topic, the experiment procedure, and the compensation, and
included a link to the pre-survey. The full recruitment message can be found in our supplementary materials [6]. All
participants who completed the study received a $50 Amazon giftcard.
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3.3 Study Procedure

The study utilized a five-step procedure, ranging from pre-screening to the final usability evaluation. All participants

followed this procedure, as shown in Figure 2:

Pre-screening (Step A): Participants were initially screened to ensure they met the study’s criteria, which were: a)
having more than three years of experience in vulnerability discovery, b) being employed in cybersecurity-related roles
or academia, and c) correctly identifying the vulnerability in the skill assessment task. To do this, we administered a pre-
screening survey (included in the supplementary materials [6]) consisting of background questions and a vulnerability
discovery skill assessment task. The skill assessment task was a 20-line code snippet that contained the same type of
vulnerability as the experimental task described in Section 3.1. If participants could identify the line of the code that
contained the vulnerability, and/or describe how they could patch the vulnerability, they were eligible to complete the
main study. Furthermore, to prevent learning effects from biasing our results, all participants needed to be familiar
with our base tool, angr. Thus we further restrict participant to those who have have self-reported experience using

angr’s symbolic execution engine.

Tutorial (Step B): To ensure participants had an equivalent understanding of how to interact with their assigned
tool, all participants were provided either an API, or GUI-tutorial for their corresponding interface. As shown in Sec-
tion 2.2 and supplementary materials [6], we mimicked the tutorial provided in angr’s online documentation[5], and
walked each participant through equivalent introductions describing how to use their assigned interface. Additionally,
API-assigned participants were also provided an API cheatsheet to easily remember basic commands. To ensure under-
standing, we also provided participants three practice tasks to try the tools on. Participants could take as much time

as needed to review these materials and started the task when they were ready.

Vulnerability Discovery Task (Step C): After the tutorial, participants were randomly assigned one of two tool condi-
tions: 1) GUI-based symbolic execution (angr-management) or 2) API-based symbolic execution (angr). They were then
presented with the vulnerability discovery task on a remote desktop, which was recorded throughout the experiment.

During this phase, we recorded their interactions (Step C1), capturing how they used the tool to find vulnerabilities.

Task Process Questionnaire (Step D): Upon completing the task, participants filled out a questionnaire detailing how
they use the designated SE tool to discovery the vulnerability. The full questionnaire can be found in the supplementary

materials [6].

Exit Survey (Step E): Finally, participants completed an exit survey (included in the supplementary materials [6]) that
asked about their perception of their assigned tool’s usability using the System Usability Scale (SUS) (Step E1) [12].

Participants also provided feedback on features they liked and disliked, as well as areas for tool improvement.

3.4 Pilot Study

Prior to the full study, we fine-tuned the primary vulnerability discovery task via two pilot studies with 16 and 17
participants. After the first pilot, we made two significant changes. First, participants were originally given CVE-2019-
25013, a relatively simple vulnerability contained in 99 lines of code; however, some participants were able to finish
the task without having encountered any path explosion. As path explosion is both a common real-world issue faced
by SE analysis, and we wished to evaluate the impact interface makes in such scenarios, we adjusted the task to a
more complicated vulnerability, CVE-2021-20232 with 136 lines of code. Second, several participants were confused
by the initial GUI tutorial which focused on introducing each button and option in the menu; we adjusted this to
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map the tutorial more directly to the angr API the expert participants were already familiar with. After implementing
these changes, we ran a second pilot study; however, we still observed participants solving the challenge without
needing to mitigate path explosion and again adjusted the task to the current version described in Section 3.1. We
then recruited 8 additional participants to test this revision, and after finding that all participants understand had a
clear understanding of the GUI, and the CVE required all participants to encounter and mitigate path explosion, we
affirmed our study design, included the 8 participants in our final sample, and continued recruiting our full sample

without alteration.

3.5 Analysis Methods

To understand how GUI-based SE’s design can impact experts’ vulnerability discovery practices and performance, we
adopt a mix of qualitative and quantitative methods, comparing participants assigned to the GUI- or API-based group.
To identify themes in the ways the experts use SE tools and how their SE tool’s interface — GUI-based or API-based
— impacted participant practices when attempting to identify a vulnerability (Step 2), we performed an iterative open
coding [26]. Two researchers collaboratively manually reviewed 10 participants’ tool interactions from video recorded
during their session to develop an initial codebook, which is included in the supplementary materials [6]. During this
stage, we followed an inductive approach, allowing themes to arise from the data. Using the initial codebook, the
two researchers then independently coded participant data in 3 participant batches. After each round, the researchers
compared codes, discussed disagreements and reached a consensus. We also made updates as necessary to codebook to
refine the codes. We chose not to measure inter-rater reliability, as suggested by best practice [54], as we only report the
set of themes identified and do not quantify these results. Finally, we performed axial coding to identify relationships

within and between codes and identify higher level themes [26, pg.123-142] that which we report here.

3.6 Ethics

This study was approved by the institutional review board of the institution leading this project. Furthermore, we
ensure the privacy and autonomy of our participants through several mechanisms. We anonymize all participants
identities and assign them random IDs. Our study does not collect any video or audio of the participants themselves.
Participants log in to our remote desktop server to perform the tasks, and the remote desktop server records only
the remote desktop and mouse and keyboard input, which is isolated from the participants’ local machines. The re-
mote desktop server does not record any other information about the participants. Prior to beginning the study, all

participants provided informed consent after having the study and data collection described to them in detail.

3.7 Limitations

In this study, we make several design choices necessary to conduct our study, but that impact our results’ interpreta-
tion. First, we focused on a single memory vulnerability task to ensure a consistent baseline across our small expert
participant pool (Section 3.1). While this made it easier to isolate the impact of different interfaces, and provides an
important first step for assessing tool performance, ultimately understanding how interfaces generalize across differ-
ent tasks is left for future work. Second, real-world vulnerability discovery can take days or weeks. This timeline is
not practical in a research setting as it likely will produce bias from participant dropouts. Also, this scale of real-world
problems would make our measurement of path effectiveness impossible as it relies on the ability to perform a SE
execution without constraints as described in Section 3.1. In fact, in real-world software reverse engineering tasks,

prior work has shown professionals typically do not use SE to analyze the full program, but instead typically usually
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Table 2. Participant Demographics — We present our participants’ reported demographics by their assigned tool condition.

Group API participants GUI participants Total
Gender
Male 9 5 14
Female 0 0 0
Non-binary / Third gender 0 0 0
Did not disclose 4 6 10
Age (Year)
18-24 6 0 6
25-34 3 4 7
35+ 0 0 0
Did not disclose 4 7 11
Prior Vulnerability Discovery Experience
0 0 0 0
1-5 5 4 9
6-10 6 6 12
11-15 0 1 1
16-20 1 0 1
21-25 1 0 1
26+ 0 0 0
Location
North America 3 6 9
Europe 5 1 6
Eastern Asia 1 0 1
South-Eastern Asia 2 0 2
Did not disclose 2 4 6
Total 13 11 24

use tools like SE on small parts of the code [83]. Therefore, we employed a modified task to mimic this real-world
use and reduce the program complexity. While this does not capture long-term workflows, we are still able to capture
challenges in configuration and basic use, again offering an important first step toward improving SE, revealing design
themes that should be assessed in future work. Third, since our study examines only one SE tool and one GUI imple-
mentation, we can only speak to their specific impact on success and efficiencys; still, we argue that finding any effect
from a GUI system highlights the potential of such systems and is a meaningful contribution (Section 6.1). Forth, in
order to balance the difficulty and the solving effort needed for participants, we simplified our task logic and program
length. Based on this necessary choice, our findings may have limited generalizability. However, we want to clarify
that this simplification does not impact the core challenge of the task. Simplifying the program does not necessarily
mean we reduced the difficulty of vulnerability finding. We still preserved the built-in challenge of discovering the
vulnerability the potential path explosion problem in the program. Fifth, to avoid interrupting participants, we focused

on observing their natural behavior. Future work could investigate their reasoning and conduct a think-aloud study.

4 Participants

Using our three recruitment channels, 520 individuals completed the pre-survey. 29 respondents meet our eligibility
criteria and were invited to participate in the main study. Finally, we removed 5 participants from our final data set

who did not use their assigned tool.



Set up SE

Adjust SE's
Path Exploration
Priority

4Set tar

conditions 7

Analyze Suspicious
Symbolic States

do not find suspicious state

Analyze target program
Adjust path priority

API Pariticipant

Comprehend
source/decompiled code
and binary code

P

| Prepare initial script |

Set path priority 1

Start simulation

Inspect current SE
progress

Stop simulation

find suspicious state

get symbolic slale‘-‘

T
lAnalyze suspicious state
and extract program
inputs

GUI Participant

Comprehend
source/decompiled code
and binary code

( Set path priority }

| Setinitial state \

Start simulation

Inspect current SE

progress

Stop simulation

do not find suspicious state

®

@
@

@
@O
FJ

find suspicious state

Analyze target program @
Adjust path priority ®

« Y
L— Continue simulation | @
- - g

IAnalyze suspicious state
and extract program

inputs

@

Feature

F1. Process Control

F2. Initial State Config

F3. Avoid/Targeted Instruction
Secification.

F4. Progress Visualization

F5. Symbolic State Investigation

Fig. 3. Participants’ SE Workflow — Each workflow phase is shown with a yellow box indicating the label and with a gray box
encompassing all the steps associated with that phase. Steps are shown in light gray sharp-cornered boxes or red rounded-corner
boxes and divided into the API participants’ (left) and GUI participants’ (right) workflows. The red rounded-corner boxes indicate
differences between the two tool groups’ workflows which will be discussed in Section 6. Gray circles indicate the steps each GUI
feature is used in.

In total, we obtained valid data from 24 participants. Table 2 shows the breakdown of participants’ reported gender,
age, prior experience with vulnerability discovery, and location. Of the participant who disclosed their demograph-
ics, all were male (N=14), younger (18-34, N=13), and most were from North America (N=9) or Europe (N=6). Over
half (N=14) of our participants had at least 6-10 years of vulnerability discovery experience. All participants reported
having some prior experience using angr. Our sample is clearly demographically skewed, but we expect this because
the vulnerability discovery population is similarly skewed with prior large-scale samples showing the community of
vulnerability discovery experts is predominantly male, young, and in the earlier stages of their careers [4, 14, 36, 37].
This is problematic for tool design as we seek to grow the vulnerability discovery community and future work tool
development research should take steps to recruit from marginalized populations, following the example of Fulton et
al. [32]. However, our work presents an important first step in investigating the problem. Similarly, our sample differs
geographically from the broader vulnerability discovery community, which has a larger population in South-East Asia.
While we expect many of our results will likely generalize as the tools would remain the same across locations, there

may be cultural or experiential differences across these communities that should be studied in future work.
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5 SE Workflow Analysis (RQ1)

In this section, we provide a high-level workflow analysis of how our participants conducted SE. As mentioned in
Section 3, we divide our participants into two groups based on which tool interface they were assigned. To make their
tool context clear, from this section onward, we refer to participants assigned to the API- or GUI-based tool as “API
participants”, and “GUI participants”, respectively. Participant IDs will start with A for API participants and with G for
GUI participants.

We observed that there were consistent steps in the workflow across both tool groups. In particular, we found all
participants followed the three main phases: (1) setting up SE, (2) adjusting path exploration priority, and (3) analyzing
suspicious symbolic states. We also observed participants in both tool groups completed a similar set of steps in each
phase, though the order, number of iterations through, and exact execution varied due to the differences in features
between tools. We describe these common steps in this section, then discuss the variation between tool groups in
Section 6. Every participant completed each listed phase and, unless otherwise specified (i.e., with a “n=X" given),

every participant completed each step discussed. Each phase and step are summarized in Figure 3.

5.1 Setting up SE

Participants’ first step in using SE to identify vulnerabilities was to set up symbolic execution by initializing a sym-
bolic program state and configuring exploration options. In this phase, they first needed to comprehend the program
by reading its functions, structure, and logic. Next, they determined the symbolic inputs or portions of memory to
include in the initial symbolic state, establishing the starting point for the symbolic engine. Some of them (n=7) spec-
ified exploration options as well, such as whether to execute library code symbolically or enable the Unicorn engine
which concretely executes states when no symbolic information is included, improving simulation performance as
state information does not need to be tracked during concrete execution and this limits unnecessary path exploration.
During this phase, a subset of participants (n=12) further performed path prioritization, selecting addresses in the
source or disassembly code to be prioritized or avoided in the simulation, allowing some initial optimization to focus
the tool based on their expectations. After completing this setup step, participants were ready to begin executing the

SE process.

5.2 Adjusting path exploration priority

After the symbolic execution pass began, participants monitored its progress to decide whether they needed to inter-
rupt the process and adjust path prioritization—that is, to add new program locations and path prioritizations for the
exploration to avoid or target. This prioritization is necessary as it was computationally infeasible for the SE process to
assess all possible paths due to path explosion at each branch. That is, the program must maintain an additional copy
of program state at each branch or loop in the program to represent the constraints necessary for execution to follow
the path to either side of the branch. This prioritization introduces a challenging balance for the user between process
efficiency and accuracy as they try to direct the SE process down the most likely paths.

After executing the SE process, if no suspicious states were identified, this could mean their path prioritization
caused the SE process to prune paths that led to suspicious states. Thus, participants would next return to the source
code to analyze the paths selected in the previous run and then decided which paths should be added or removed for
the next simulation. This adjustment process was iterative and continued until one or more suspicious symbolic states

were identified during exploration.
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API GUI

Fig. 4. Process Control Interfaces — We present the tool API- and GUI interfaces for the Process Control feature (F1).

5.3 Analyzing suspicious symbolic states

After identifying one or more suspicious states, i.e., states that violate security policies and could potentially trigger
a vulnerability, participants analyzed the constraints on the program inputs that could lead to the vulnerable states.
Specifically, participants needed to determine whether these constraints were satisfiable, i.e., that there exists an input
which could meet the constraints. For example, if the constraints on input reaching a specific state were [x > 5 AND
x < 3] for the input value x, this is not satisfiable. However, a constraint [x > 5 AND x > 3] is satisfiable by any
number greater than 5.

To assess constraint satisfiability, participants used Claripy, angr-management’s solver engine, which includes a
SAT solver. Claripy allows users to provide a constraint and produces an input that satisfies the constraint if one exists.
Participants then re-executed the program to verify the vulnerability could be triggered. In this experiment, an input
that produced a successful exploit caused the program to unload a module that should not be unloaded, triggering a

use-after-free vulnerability, which could cause the program to crash.

6 Impact of Features on Workflow (RQ2)

Given the SE workflow we identified in the prior section, we now turn to how participants actually completed this
workflow in detail, specifically discussing differences between API and GUI participants’ workflows. Figure 3 shows a
summary of participant SE workflows divided between API participants (left) and API participants (right). We observed
differences in each of the three phases regarding the ordering of steps and how steps were executed. We discuss each
phase in turn, how each tools’ interaction features impacted these differences, and how these differences influenced
vulnerability discovery performance. As we discuss each tool-specific workflow, we note that every participant using
the discussed tool completed all the steps mentioned unless specified with an indication of the number of participants

(ie., “n=X").

6.1 Setting up SE

In order to set up SE, users had to (1) comprehend the program, (2) instrument the code, and optionally (3) config-
ure path exploration optimizations to set up SE. Although both API and GUI participants performed these steps, we

observed differences in the order and manner in which they performed these steps, which impacted their performance.

Ordering of Steps. When participants used the API-based interface to set up SE, they first had to comprehend the
program by reading through its functions, structure, and logic. Next, they prepared their initial SE script including
the API function calls to create SE states and configure the necessary options (Figure 5a, API). Lastly, participants
then optionally optimized this script for particular locations they wished to target or avoid via additional API calls.
During this process, API participants had to write the SE script first, and then go back and forth between the target
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Fig. 5. Initial State Configuration and Instruction Avoidance Interfaces — We present the tool API- and GUI interfaces for
Initial State Configuration feature (F2) and Avoid/Targeted Instruction Specification feature (F3).

program’s code and the SE script, reading the program, identifying the optimizing location, and adding the location to
the SE script repeatedly (Figure 5b, API). Such a process can be challenging for users, as they are regularly and rapidly
switching windows, increasing user memory load [72]. API user A4 described this difficulty with the API tool, saying
“It is very powerful, but hard to set up.”

In contrast, while GUI participants also began by reading the program to comprehend how it is working, the rest
of the phase was conducted differently. GUI participants did not need to prepare an external script because all the
tools to set up SE (i.e., the Avoid/Targeted Instruction Specification and Initial State Configuration features) are included
in the GUI. Instead, we observed that GUI participants performed path prioritization while reading the program for
comprehension, quickly iterating between the two. The Avoid/Targeted Instruction Specification feature links the source
code or disassembly with the path selection actions (Figure 5b, GUI), allowing users to prioritize paths while they are
reading the program. In this way, GUI participants did not switch back and forth between script editing and other
tasks allowing participants to help narrow their focus and reduce cognitive burdens: “Using the GUI, I only needed to
understand what was important to my target path of execution” (G11).

Once GUI participants finished comprehending the program and prioritizing paths, then they configured the initial
state of the SE process using the Initial State Configuration feature (Figure 5a, GUI). This feature mimics the initial-
ization code included by API participants at the start of their script allowing users to customize the state name and
starting address, modify state templates and sockets, and select options, such as whether to use the Unicorn engine for
state concretization. Because this initialization is done inside the GUI, it eliminates the need for users to write scripts

manually.

Task Performance. We observed that the GUI features allowed users to more quickly set up their initial python script
for SE. API participants spent 267.33 seconds on average to draft their initial python script (SD = 207.51, n = 9) whereas
GUI participants only took an average of 4.85 seconds by interacting with the state setup menu (SD = 2.52, n = 10). This
is due to the fact that unlike the API, the GUI-interface provides an initial SE state for its users, drastically reducing

the amount of necessary manual work.
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Interestingly, when investigating how quickly participants completed these steps, we did not observe a clear differ-
ence between API and GUI participants in the time spent in the setup phase with API participants spending an average
of 199.33 seconds in this phase (SD = 89.72, n = 3) and GUI participants spending 127.56 seconds (SD = 82.28, n = 9).
However, these similar times appear to be due to the fact that GUI participants performed more path prioritizations
(3.56 locations prioritized on average) than API participants (1.33 locations on average), but they were able to complete
them faster (35.83 seconds per location prioritization on average) than API participants (149.87 seconds per location
prioritization on average). This suggests that while users spend similar amount of time setting up SE; since the GUI’s
path prioritization operation interface is more cost-efficient to users (less context switching between steps), users can
conduct more operations within the similar time.

Note, while we allowed all participants to use online resources throughout the experiment and counted that time
toward their total completion time, we found that only a few of the API participants (n=3) actually did so. All of them

searched for angr documentation or community resources, which helped them draft their angr scripts.

6.2 Adjusting Path Exploration Priority

After setting up their initial SE script, users adjust the SE’s exploration iteratively until suspicious symbolic states
emerge; during this phase, users must balance the tension of ensuring important paths are explored, while minimizing
path explosion and resource usage. To adequately explore relevant program states efficiently, users follow a number of
steps (Figure 3), where they (1) run the symbolic execution exploration process, (2) observe the current SE progress, (3)
stop the simulation if a suspicious state is found, or if the current exploration seems problematic (e.g., a path explosion
occurs) or if suspicious states are not found, they may (4) adjust the path prioritization strategies, and run the SE
process repeatedly. While both API and GUI participants follow these steps, we find that GUI participants can also
adjust the SE process without restarting SE (as represented by the additional loop in Figure 3.GUI). This ability to
change the analysis on the fly means GUI users spend less time per iteration of path prioritization then SE process

execution.



Starting/Stopping/Pausing/Resuming Execution. To start and stop symbolic execution, API participants had to
write one or more lines of code to invoke the SE APIs (Figure 4.API shows the command used to run their script
and start the simulation) and then use keyboard interaction (e.g., CTRL-C) to stop it. If the users want to check the
exploration process of SE, they need to pause and resume during the simulation, which is even more complicated;
it requires users to set breakpoints in their scripts and interact with Python’s debugging shell (e.g., IPython). As a
result, users would be forced to switch between different interfaces, which may degrade performance [72]. In contrast,
GUI participants can easily control an SE process by clicking the buttons provided by the Process Control feature.
Figure 4.GUI shows the toolbar of controls provided by this feature which offer the ability to, from left to right, reverse
execution, reverse one step in the simulation, continue the simulation, continue one step, or pause (stop if clicked
twice) the simulation.

Notably, none of the API participants resumed a simulation, whereas over half of the GUI participants (n=7) paused
and resumed simulations while searching for vulnerabilities. This difference is reflected in Figure 3 as an extra edge
and steps from “adjusting path priority” to “continue simulation” and “inspect current SE progress.” The key reason is
that the GUI interface implements the resume feature as a simple button that users can easily click (the arrow pointing
right in Figure 4.GUI). These observations suggest that the GUI design makes such operations considerably easier. As

A9, an experience SE user, explained, ‘T don’t know how to tell angr to [continue to] advance.”

Inspect Progress. API participants have two main ways to monitor the current progress: (1) by viewing the script’s out-
put, if they inserted print statements, and (2) by stopping the execution and interacting directly with an interactive shell
to investigate the SE process’ logs. For example, Figure 6a.API shows a print statement (simgr.found[0].posix.dump(0))
that outputs information about the first stated identified through the SE simulation.

In contrast, GUI participants leverage the Progress Visualization feature by checking the stash status located on the
right-hand side of the interface (Figure 6a.GUI). This feature gives participants a summary of the SE process’ progress,
bucketing identified states into one of several categories, referred to as “stashed.” These included states currently being
explored, those avoided based on path prioritization, and those found to be suspicious. GUI users could then obtain
more detailed information about a specific symbolic state, such as register lists, file descriptors, and memory locations,
using the Symbolic State Investigation feature without pausing or stopping the simulation (Figure 6b.GUI). As noted
by G2, these designs readily assist experts in actually making progress during SE, “The GUI makes it much easier to

perform symbolic execution and inspect the SE progress compared to manual programming”

Adjust Path Priority. When adjusting path priority, API participants first had to stop SE process execution, identify
the target location by analyzing the source code. They then map the source code to the disassembled code in order to
retrieve the corresponding address, which they manually add to their script and re-run the SE process. If they want
to verify addresses already present in the script, they have to remember the address, search for it in the disassembly,
and switch back and forth between the script, source code, and disassembled view to complete the task (Figure 5b.API).
In contrast, the GUI's Avoid/Targeted Instruction Specification feature allows GUI participants to adjust their decisions
by adding or removing addresses while reading the source code or the disassembly code and clicking the line of code
to be prioritized, which toggles prioritization on or off (Figure 5b.GUI). Importantly, this can be done mid-SE process
execution GUI participants were able to pause the simulation, adjust path prioritization, and resume the simulation
without needing to re-run earlier parts of the simulation. It is possible this feature would not be used as it could be
more complicated to consider an in-progress execution when making prioritization decisions. However, that was not
the case in practice, as all our GUI participants took advantage of this feature to allow more efficient path prioritization.

18



Task Performance. Although the methods used by API and GUI participants to inspect the current symbolic execution
progress were quite different, the time they spent to inspect the SE process’ progress appeared to be similar. API
participants spent an average of 9.6 seconds observing the current progress through script output (SD = 2.26, n =
2). They also spent 77.25 seconds interacting with the shell to obtain more detailed information about the ongoing
simulation (SD = 119.64, n = 5). In comparison, GUI participants spent an average of 69.48 seconds interacting with the
simulation manager stash to monitor and explore the current SE progress (SD = 35.14, n = 8). As an our interfaces does
not have dramatic impact on time, this may suggest that time is mostly spent on information comprehension rather
than simply viewing the variables which are displayed in our interface.

In the path prioritization step, while API and GUI participants spent a comparable overall time adjusting path
priorities (API: M = 50.14s, SD = 36.72, n = 6; GUL: M = 47.51s, SD = 37.37, n = 8), their underlying behavior differed.
GUI participants performed more operations during this step, with an average of 3.23 path prioritizations compared to
2.23 by API participants. As a result, the average time per prioritization was lower for GUI participants, at 14.71 seconds,
while API participants took 22.48 seconds per prioritization. This is similar to the relationship we observed for path
prioritization during the initial setup phase (Section 6.1), while the GUI did not speed up the process overall, more
actions were conducted in the same time span. This implies that GUI support contributes to improving the efficiency

of path adjustment during symbolic execution.

6.3 Analyzing Suspicious Symbolic States

After stopping the SE process or once the process had exhaustively searched all program states, the API participants
could use the interactive shell to inspect states logged as potentially suspicious during the simulation (Figure 6b.API).
This step was performed in the same way as the “inspect progress” step in the prior phase and took 77 seconds on
average to complete (SD = N/A, n = 1).

In contrast, GUI participants used the Progress Visualization (Figure 6a.GUI) and Symbolic State Investigation (Fig-
ure 6b.GUI) features, as with the “inspect progress” step to review the final state after execution was stopped. With
these features, participants looked through states identified states listed in the “found” and “Heap_Checker” interfaces.
For each state, participants used the Symbolic State Investigation feature to extract the symbolic inputs and deter-
mine whether there was an satisfiable input that could exploit the vulnerability. GUI participants were slightly faster
completing this step as they spent 53.75 seconds on average completing this step (SD = 51.68, n = 4) and noticably
commented on it’s usability, “Checking the inputs is also convenient” (G7) and “Knowing memory access violations and

easily accessing the input which led to them is incredibly useful and was very easy to use” (G11).

6.4 Overall Performance

In this section, we compare the overall performance and participants between assigned tools, specifically considering
their task success, participants ability to effectively prioritize paths to drive the tool toward the vulnerability, their

reasons for giving up on using the tool, and SUS scores.

Vulnerability Correctness. There were three possible outcomes for each participant’s task: 1) used SE to correctly
identify the vulnerability (Correct Answer), 2) used SE but did not identify, or incorrectly identified, the vulnerability
(Wrong Answer), or 3) quit the task, or used another tool (Gave-up).

In our results, we find that of the 13 participants who used API-based symbolic execution, only a single participant
was able to correctly find the vulnerability while all the others either yield a wrong answer or gave up. In contrast
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Fig. 7. Outcomes of API- and GUI-based Participants — We present the number of participants that complete, or give up, at
various parts of SE workflow.

of the 11 participants who used GUI-based symbolic execution, 4 were able to correctly find the vulnerability. This
suggests that GUI-participants may be more likely to correctly use SE to identify vulnerabilities. We did not observe
any clear pattern between participants’ success and their prior experience. Additionally, we also find that GUI partic-
ipants completed the task in a shorter time. Among those who successfully found the vulnerability, GUI participants
took 73 minutes on average (SD = 0.04, n = 4), while API participant spent 238 minutes to find it (SD = N/A, n = 1).
However, when considering all participants regardless of success, the overall time spent by the two groups is similar:
API participants spent an average of 84 minutes (SD = 0.38, n = 13), while GUI participants spent 86 minutes (SD =

0.39, n = 11) over the whole experiment.

Path Prioritization Ineffectiveness. At a high level, we define a path prioritization operation—to prioritize or avoid
a program location—to be effective if the prioritization does not prevent the exploration of the path containing the
vulnerability. If the prioritization excludes the path containing the vulnerability, then it would be ineffective. To this
end, we evaluate each path prioritization operation by running SE with and without the prioritization to see if the
vulnerability can still be identified with the prioritization. We observed that the effectiveness rate—the proportion
of effective path-optimization operations—was similar for GUI and API participants. GUI participants made 46 total
efficient path prioritization out of 104 total prioritization (44%), while API participants made 18 total efficient path
prioritizations out of 34 total paths (53%). This corresponds to an average of 4.6 (SD = 1.78) efficient paths out of 10.4
total paths (SD = 5.04) per GUI participant, and 2.57 efficient paths (SD = 1.99) out of 4.86 total paths (SD = 3.58) of
API participants. We observe that the GUI does not clearly enhance participants’ decision-making intuition or lead
to more effective prioritization choices. We hypothesize that the GUI interface outperforms the API in vulnerability
discovery due to the increased number of path optimization operations it encourages. However, the effectiveness of
each individual operation is not improved by the GUL Nevertheless, because GUI participants perform more operations
overall, the cumulative impact on mitigating path explosion is greater, ultimately resulting in better vulnerability

discovery performance.

Reasons for Giving Up. We further investigate the cases where users gave up on using SE tools. Specifically, we look
at the phase at which users gave up, and their reasons for doing so. Figure 7 shows the statistics of the gave-up stage
for both API and GUI participants.
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Fig. 8. SUS Scores of API- and GUI-based Tools — We present the average SUS score for all 10 questions seperated by whether
they are assigned the API-based tool (left bar) or whether they are assigned the GUI-based tool (right bar). SUS questions are included
in the supplementary materials [6].

Initializing SE: One participant from API group gave up during the setup of the initial symbolic execution pass. They
explained that drafting an initial SE script was a heavy burden, and the reason for them giving up, “After that I spent
30-40 minutes trying to write an angr script to make it discover the input ...unfortunately this takes too much time and I
gave up” (A7). We observed that the user attempted to statically identify multiple avoided program locations in the first
pass. Unfortunately, identifying and configuring these program locations can be particularly effort-consuming for API
participants due to the lack of integrated interface for SE configuration and program analysis. One user of GUI-based
symbolic execution also gave up before executing any code, citing difficulty in locating the interface to begin symbolic
execution: “[I] cannot find the symbolic execution’s start button.” (G10). Thus GUI's while seemingly more simple, it may
also introduce UI design that can similarly detract from usability.

Adjusting SE: Four API and two GUI participants gave up during the SE adjustment phase. Notably, for three of the
API users, and two of the GUI, they were unable find the vulnerability due to inherent difficulties in properly setting
SE path prioritizations; for instance, by avoiding program locations that were critical for reaching the vulnerability.
Notably; however, two API participant gave up because of the complexity of customizing and checking the program
state and navigating multiple library function, T failed to find how to check for non-crashing UAF in angr.” (A7). This
may imply that while interface improvements can help prevent some failures, difficulties inherent to SE operation, and

not the interface, still cause many failures.

Participant perception of tool usability. The average SUS score for angr was 40 (SD = 11.91, n = 13), and 53 for
angr-management (SD = 17.12, n = 11), which correspond to an F and D grade respectively according to Lewis’ grading
scale [47]. From the SUS grading, we can tell that although angr-management provided better user experience than
angr, both still have a long way to go before becoming well-designed software. The average item scores for both
groups are presented in Figure 8. From the figure, we observe that angr-management performs better than angr on all
positive-worded items. The negative-worded items, however, reveal more interesting differences. Angr-management
receives higher scores on items related to unnecessary complexity and having a long learning curve. In contrast, angr
receives higher scores on items indicating the need for technical support, system inconsistency, and a cumbersome
usage experience. Notably, the largest gap between angr and angr-management appears on the item regarding the
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need for a technical person (on average 4.0 vs. 2.3), suggesting that the GUI design indeed makes the tool easier to use.
However, the GUI design still requires further improvement to become clearer and more intuitive.

In addition, we also investigate users’ confidence in using symbolic execution tools based on the participants’ answer
for this question. While we do find that users who succeeded in discovering vulnerabilities reported greater confidence
in using their tool compared to those who failed in the task (on average, 4.0 vs. 2.5) we notice that this difference
existing, but is smaller between GUI-based symbolic execution users and the API-based symbolic execution participant

(on average, 3.1 vs. 2.5).

7 Discussion and Recommendations

Our results demonstrate GUI-based symbolic execution’s feasibility and potential to advance the state-of-the-art in
vulnerability discovery capabilities, specifically showing that a GUI-based interface can reduce friction in the SE pro-
cess, allowing users to more quickly iterate and identify vulnerabilities. To better understand the broader significance

of these findings, we situate our results within prior human-factors research in vulnerability discovery.

7.1 Interpreting Our Findings Through Prior Human-Factors Research

Prior work across vulnerability discovery and reverse engineering has shown that analyst performance is strongly
shaped by tool usability rather than analytic ability alone. Studies of fuzzing and static-analysis tool use highlight
how high setup costs create early barriers to effective analysis [61], while research on reverse-engineering workflows
show that uninterrupted transitions between comprehension, probing, and observation enable more effective anal-
ysis [13, 82]. Other empirical studies of professional vulnerability discovery show that analysts depend on tightly
integrated workflows spanning static analysis, tool outputs, and runtime interaction in order to sustain sense-making
during complex attacks [20]. Our study findings align closely with these observations. GUI-based symbolic execution
reduced context switching and streamlined iterative exploration, allowing participants to perform more frequent path
prioritization operations, inspect symbolic states with lower overhead, and revise exploration strategies without inter-
rupting execution.

Prior work on understanding the minds of reverse engineers shows that expert analysts outperform novices not by
reading code faster, but by more strategically managing their exploration and rapidly dismissing irrelevant paths. The
RE-Mind study found that experts skip entire branches more frequently after a single brief inspection, and reverse sub-
stantially less overall code despite similar first-pass reading times [51]. Our findings align with this conclusion: while
GUI-based symbolic execution did not significantly reduce total task duration, it enabled greater iteration frequency
and higher vulnerability discovery success. This suggests that in complex vulnerability discovery workflows, usability
gains are used to enable deeper exploratory analysis rather than to finish more quickly.

Importantly, our study extends prior usability research into an under-examined domain: symbolic execution. Al-
though symbolic execution has been widely studied from an algorithmic perspective focusing on solver optimization,
path-selection heuristics, and scalability, its usability and human factors aspects have received little direct empirical
attention. We provide the first controlled study evaluating how interface design affects the workflows and performance
of expert symbolic-execution practitioners. Our findings, therefore, position GUI-based symbolic execution not merely
as a convenience feature but as an essential usability evolution to translate symbolic execution’s analytical power into

effective real-world vulnerability discovery practice.
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However, this is only a first step. Our study results also suggest several potential avenues to improve GUI-based
symbolic execution, both immediately by SE developers and through future research. In this section, we discuss rec-

ommendations for each group in turn.

7.2 Recommendations for SE developers

Visualize Program Information To Help Users Make More Effective Path Optimization Decisions. We did
not observe an improvement in the effectiveness rate of path optimization operations from the GUI-based symbolic
execution and most participants using this tool still made path optimization decisions that lead to unuseful or mis-
leading path execution. Therefore, a key weakness in the current tool appears to be in its lack of ability to help users
better identify which paths are most likely to be fruitful. Future GUI-based symbolic execution should investigate how
to visualize relevant program information to help users to make optimization decisions. As suggested by G4, GUI-
based symbolic execution could “give recommendations for avoid/find addresses.” This can be achieved by incorporating

existing path optimization techniques[66, 88, 89, 91] and visualizing their generated results within the GUIL

Provide Information About Detected Vulnerable Symbolic Execution States To Support Triage. While GUI-
based SE presents detected vulnerable symbolic execution states, it does not provide information regarding what this
state indicates about the vulnerability. Multiple participants raised this as a suggested area of improvement, specifically
that GUI-based symbolic execution should provide an explanation of the vulnerable state. Both G9 and G4 suggested
including information to “help in triaging the bug” and show the type of vulnerability associated with the detected

state.

Provide Details Explaining Symbolic States. Multiple participants also recommended including visualizations that
explain the symbolic execution process in more detail. This is necessary to help users see under-the-hood of the analysis
and understand its constraints as they debug and iterate on the configuration. For example, G11 was confused about
“how or if invalid memory accesses on the stack are tracked or communicated.” At a minimum, this suggests the need
for a more robust mechanism for introspecting the current symbolic execution process state than is currently provide
by GUI-based SE.

7.3 Recommendation For Researchers

Intentions vs. Behaviors. We conducted an observational experiment in this paper. As the first study to examine the
workflow, effectiveness, and efficiency of symbolic execution in vulnerability discovery, our primary goal is to assess
whether the recent GUI-based symbolic execution outperforms API-based symbolic execution without requiring an
understanding of user intentions. A promising direction for future research is to analyze the intentions of domain
experts when making decisions throughout the process as this might reveal misconceptions causing inefficiencies or
places where the GUI is unable to match users goals. Gaining insight into these intentions could guide the design of

GUI-based symbolic execution, enhancing its effectiveness and efficiency. We leave this exploration for future work.

Feature Ablation Tests. In this paper, we focus on the overall design of GUI-based symbolic execution for vulnera-
bility discovery tasks. Since GUI-based symbolic execution combines multiple features — such as state prioritization
and state statistics and inspection, a valuable direction for future research would be to evaluate the individual impact
of each feature on effectiveness and efficiency. For instance, one could disable one feature while retaining the other
to observe participant behavior and performance with a single feature. This approach would help clarify the specific

contributions of each feature in the GUI-based symbolic execution design.
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GUI vs. CLI In our study, we found that debugging symbolic execution enhances user performance in vulnerability
discovery. Building on this insight, future research could explore the effectiveness of graphical visualization in sym-
bolic execution and vulnerability discovery. For example, one could compare GUI-based symbolic execution with a
Command Line Interface (CLI)-based symbolic execution interface, such as a symbolic execution debugger analogous
to pwndbg for gdb. Implementing a symbolic execution plugin for a Python debugger to display symbolic execution-
related information would enable users to operate in a command-line interface, providing an alternative to a graphical

interface.

Vulnerability Discovery vs. Other Applications. Besides vulnerability discovery, another potential research direc-
tion would be to examine symbolic execution’s performance in other applications, such as software testing and reverse
engineering. It would be valuable to investigate whether GUI-based symbolic execution maintains its advantages in

these contexts and to understand the workflows involved in applying symbolic execution to diverse applications.

8 Conclusion

This paper evaluates the impact GUIs have on the workflow and performance of expert-driven symbolic execution.
Through a controlled experiment where 24 SE practitioners were assigned either an API- or GUI-based interface and
asked to complete a vulnerability discovery task, we identified differences in the workflows and performance between
each group. Compared to API-based workflows, the GUI-based interface reduced context switching and restarts, al-
lowing participants to more rapidly iterate through possible configurations and path optimizations. Consequently,
participants assigned to the GUI-based interface performed more path operations, were more likely to successfully
discover the vulnerability, and did so more quickly. As a whole, our study demonstrates that GUI-based interfaces

have the potential to enhance the effectiveness of SE-based vulnerability discovery.
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